Utah State Auditor’s Office

Fraud
and
Internal Control


Presenter
Presentation Notes
As many of you know, the SAO audits the financial statements of the State of Utah every year.  



We also perform investigations that we determine warrant attention or as a result of complaints received through our hotline.



I would like to present to you some key areas you as managers and supervisors should seriously consider regarding procedures/ internal control in your entities.



 I will also give you some examples of what has happened at various entities (state, local gov’ts, schools, colleges/univs, & non-profits who receive public funds) throughout the state.


Management’s Responsibility

(AICPA Auditing Standard 109)

“Primary res

ponsibility for the prevention and

detection of fraud and error rests with those
charged with governance and the
management of the entity.”


Presenter
Presentation Notes
SAO is by law required to perform financial statement audit for the State.  With that, we follow auditing standards, one of which says this: (read).  Some believe it’s the auditors job.  It’s not.  Even if you don’t care about auditing standards, reality is it’s mgmt’s responsibility - period.  Therefore, it’s mgmt’s responsibility to makes sure internal control procedures are 1) designed to protect your entity and 2) that they are followed.


Control Environment

(AICPA Auditing Standard 109)

“The control environment sets the tone of an
organization, influencing the control
consciousness of its people. It is the
foundation for all other components of
Internal control, providing discipline and
structure.”


Presenter
Presentation Notes
Again this is part of that same auditing standard (read).  



Management sets the tone.  If mgmt doesn’t take I/C’s seriously, do you think the employees will?  If mgmt doesn’t believe it’s important to set up good procedures to control money coming in and going out, nor stress the importance of following procedures to maintain integrity of I/C’s, do you think the employees will? I can’t stress enough that the control environment is such an important component in the fight against fraud. 



With that in mind, let’s talk about the key areas mgmt needs to make sure there are controls in place and some related war stories to show you why……



I can give you much more detail of what controls/procedures you should have, but many of you aren’t in the accounting trenches, so I’ll try to be fairly broad.  However, feel free to ask specific questions.


Management Must

+ Protect their employees by establishing procedures
designed to safeguard funds from loss.

+ Be able to affix responsibility for funds to a
particular employee at a point in time, all the time.

+ Safeguard assets while funds are under their
control.


Presenter
Presentation Notes
(read)



2 basic areas to control:  Cash Receipting and Disbursing


Cash Recelipting
Key Controls

1. An immediate record of cash/checks received.

2. Reconciliation between the immediate record and
what was actually deposited in the bank.

3. Bank reconciliation (reconciles bank records to
entity’s books).


Presenter
Presentation Notes
So want to immediately enter into cash register, acctg system, write on mail log, etc. before anyone else touches the money.  Every time change hands must be verified total amount hasn’t changed.



2.  This must include making sure cash vs. check amounts didn’t change between total amount receipted in vs what was deposited.   If different, it’s a fraud indicator.



2. & 3. -   Very important and MUST be done by someone who doesn’t handle cash or checks (as discussed in next slide). 




Separation of Dutles

Number 2 and 3 key controls CAN NOT be
performed by anyone who has access to the
cash and checks to be effective.


Presenter
Presentation Notes
Because then the control is no longer effective. Lunchtime and breaks are the prime time for I/C’s to self-destruct:   If a supv who fills in at the C/R desk, for instance, performs the reconciliations, they are verifying everything is accounted for on the part of everyone else except themselves, becoming the most likely candidates to commit a fraud.



We see this all the time. 



These 3 key controls can appear to be much more involved/detailed than what I have here.  In reality, procedures may not seem this simple.  When looking at your procedures, as managers if you are confused as to what you should do to ensure your procedures/controls are adequate, CALL SOMEONE! Your CPA, our office, someone!


Separation of Dutles

“The amount of fraud In your organization will
be determined by how much you separate
duties.”


Presenter
Presentation Notes
From an article published in the national ACFE’s magazine.  We find this to be true.  Sep. of Duties is the #1 key control.



If you have a small organization with 1 or 2 people and duties can’t be separated, MUST implement reviews by management who don’t have access.


Checks

Checks are almost as easy to steal as
cash!


Presenter
Presentation Notes
Hear this all the time also - Don’t be fooled!   



“No one else can endorse them” - This is faulty logic – it happens all the time.






Small City/Justice Court


Presenter
Presentation Notes
This is an example of a fraud involving cash receipting and sep. of duties.  



I will be talking about several frauds that I have investigated.  Even if the type of entity isn’t the same as the entity you work for, ALL THESE PROBLEMS, WEAKNESSES, OCCURRENCES OF FRAUD can happen in your organization.  Trust me.  I’ve seen these same things in all types of entities.



OK, so in this fraud case, we were performing routine audit of the justice court, which the money is all handled by the City.  



Auditors asked to count cash drawer








Fraud Indicator #1

Clerk argued with auditor
regarding counting cash
drawer.

¢ Result: Cash drawer $165
short


Presenter
Presentation Notes
Clerk didn’t want auditor to count cash drawer



Was short! 








Internal Control Weaknesses

* |neffective procedure for counting cash
drawer at end of day.

¢ Improper separation of duties and more
than one person with access to the
money.


Presenter
Presentation Notes
They had the following weaknesses:  (read)



so no way to prove who stole the money




Fraud Indicator #2

Amount of cash and checks received agreed
to accounting system but not the bank
deposit.

Result: Numerous bank deposits were short,

totaling $60,000 in missing cash and
-

checks.


Presenter
Presentation Notes
Perpetrator was able to make the deposit slip say whatever amount of $ she wanted it to without anyone verifying it was correct.


Internal Control Weakness

Improper separation of duties:

One particular employee took
money to the bank and performed
bank reconciliation.


Presenter
Presentation Notes




Since the Treasurer was performing bank rec. , she was able to hide the discrepancies between what was deposited and what was receipted in the accounting system (books).



Since she was the only one performing this procedure, we were able to prove she stole the money.




What to Look For?

+ In this case, management wouldn’t likely
notice.

+ Things appear to be running smoothly.

¢ That’s why having the 3 main controls In
place over cash receipting Is so important.


Presenter
Presentation Notes
You were maybe hoping for a nice list of things to watch out for so that this doesn’t happen.  In this case no red flags!  Employee was taking care of everything, everyone was happy.  



This could be discovered if an employee saw the employee taking the money, the employee took a vacation and another employee filled in, or if there was a change in procedure or employees’ duties or a supervisory review was implemented.  OR if management looked at what they expected their revenues to be and was less than expected.



Perpetrator was sentenced to 60 days in jail and restitution of the full amount of $60,000.




Elementary School


Presenter
Presentation Notes
In the elementary schools, typically kids don’t pay for lunch every day, rather their parents send money periodically, and the school keeps track of each students’ balance.  Then when they are within 1 or 2 lunches of running out, they are told they are almost out of money.



So in this fraud case, the school district’s auditors (not from our office) asked to have a report printed of student’s lunch account balances.  The report came back with a significant amount of negative $ amounts for individual students.  This is not reasonable, so School District internal auditors got busy investigating and found that students’ lunch money was missing and contacted the police.  They asked us to come in as independent auditors and verify the amount estimated as misappropriated.  




Fraud Indicator

The amount of money deposited did not
agree to the lunch system records.

¢ Result: Between $3,700 - $6,700 cash stolen


Presenter
Presentation Notes
The lunch clerk is required to give monthly reports of outstanding balances in the student lunch accounts. She figured out a way to exclude info from the report so that negative balances would appear as positives.



When the auditors looked at the money deposited in the bank vs what was recorded in the lunch system records, they did not agree. 


¢

Internal Control Weakness

Separation of Duties — Employee had
access to the cash and checks received and
the lunch system, prepared the deposit, and
had collection responsibilities.

Or compensating reconciliations and
reviews must be performed.


Presenter
Presentation Notes
Because the employee was the one that received the money, entered the info in the lunch system accounting records, and also handled any refunds or if a student had a zero or negative balance, no one else knew the status of students’ balances.  When parents called because their students were told there was no money in their account, she would tell them she fixed the inaccuracy so they were satisfied.  Then she would “Rob Peter to Pay Paul”  - moving money from one student to another to keep everyone happy.



So duties needed to be separated (once again!) so that reconciliations of the money to records are performed by someone who doesn’t handle the money.



If duties can not be separated, there are various reconciliations and reviews that must be performed by someone who doesn’t handle the money in order to compensate.


What to Look For

+ Records don’t match

+ Dutles not separated

+ Complaints


Presenter
Presentation Notes
Again, not much for you to notice if no one is making sure the amount of cash received matches what is entered in the system.



The school district chose not to sep. the duties but instead decided to send letters to parents periodically to verify the balance in their lunch accounts is accurate.  But this isn’t really an ideal control because many people don’t really know how much they have paid and won’t sorry about it unless it’s way off.   However, they also are performing various reviews which should help a lot. 



 Perpetrator was sentenced to probation for up to 3 years and ordered to pay restitution of $3,000, although we estimated stolen funds amounted to $3700 - $6700.



***You might be thinking that this is a small amount of money, especially for those of you in large organizations that handle $ millions.  However, remember that the controls required are the same for large or small organizations, so these same weaknesses and situations can cause $ millions in misappropriations just as this caused just $ thousands.  And the other thing to remember is that the longer frauds go undetected the larger they get.


Cash Disbursing — Key Controls

+ Review and approval of disbursements,
Including supporting documentation.

+ Separation of Duties


Presenter
Presentation Notes
The last 2 fraud situations involved the cash receipting area.  



The next 2 frauds involve not only cash receipting but also cash disbursing.  



The key controls over cash disbursements are review and approval and separation of duties.



Whoever approved the disbursements needs to review supporting documentation to determine it is a legitimate disb.  NOT JUST SIGN the document or check itself without knowing it’s legitimate.



As in all other areas involving money, duties need to be separated so that inappropriate disb.’s can not be issued and go undetected.   For example, you don’t want the person who receives signed checks to be mailed to be able to alter the check before it’s mailed and not be detected.  The mix of who is doing what in all of the process involving money affects what can happen here.




Presenter
Presentation Notes
So here’s a case involving a cash disbursing fraud at a district court.



It’s pretty simple.  The court clerk altered 4 checks totaling over $10,000 after the checks were approved and made them out to herself or a family member.








Fraud Indicators

The court had no indication of problems.

We questioned the propriety of a disbursement.

¢ Result: $10,400 in misappropriations


Presenter
Presentation Notes
We were conducting a routine audit and wanted to verify a check issued was proper.  It turns out it was not, along with 3 others.


Internal Control Weaknesses

+ Separation of Duties — Employee approved
disbursements, access to blank checks, mails
signhed checks, records transactions In
accounting system, and prepared bank
reconciliation.

+ Inadequate approval — Lack of supporting
documentation.


Presenter
Presentation Notes
What happened here is that the court clerk had too many conflicting duties so that the altered checks were not detected.



The person approving disbursements needs to make sure they know what they are approving.


What to Look For

¢ Duties not separated.

+ Review of canceled checks for alterations.


Presenter
Presentation Notes
Need to make sure duties are separated.  We see many times where the person who mails the checks has access to other areas they shouldn’t, allowing them to alter the checks and no one notices.



In smaller entities, a good control procedure is to review the canceled checks when they come back from the bank for alterations, inappropriate payees, etc.




Non-Profit Charitable

Foundation


Presenter
Presentation Notes
So here’s a case involving both C/Ring and C/Ding fraud:



This foundation was formed to raise funds to finance the building of a community playground.  One person was so helpful he volunteered to do everything:  Receive donations, take $ to the bank, make all purchases, handle bookkeeping, and even perform the bank reconciliation – as Director.




Fraud Indicators
Noticed by the Board

+ The Board had requested information and was not
receiving it.

+ Director became uncooperative and gave
conflicting information.

+ Bank statements showed suspicious debit card
purchases.


Presenter
Presentation Notes
The foundation’s board came to us with concerns, so this wasn’t from a routine audit of ours.



Foundation was concerned because they had been asking for financial info from the Director and he kept putting them off.  Finally the board got tired of being put off and went to the bank and got copies of bank statements.



Bank stmts showed purchases using the debit card to companies that didn’t make sense to the board so they checked out some and they were not for the playground.



So they came to us and we dug in.






Fraud Indicators
We Found

We found:
= Incomplete accounting of funds
= Purchases not related to the playground

s Bank statements showed transfers to another
account

= Cash/checks received from the public not
deposited

* Result: Approx. $27,000 misappropriated


Presenter
Presentation Notes


Incomplete accounting records is a red flag – scant records and dropped off to nothing eventually. 



The Director did not wait long to begin taking money from the foundation - 2 months after the bank account was opened the first inappropriate purchase occurred. About 6 months in, the exec director began making electronic transfers to his personal account.



The public could purchase fundraising items related to the playground on the web and pay through Paypal.  He used approx $800 to purchase personal items on the internet.  He was the only one who had access to this account.



The pubic bought pickets, bricks, t-shirts and wristbands.  Approximately $6,000 had been received but never deposited in the bank account. He had total control over receiving the money and taking to the bank.




Internal Control

Missing Internal
Control Activities

+Separation of duties
weaknesses

¢ ack of independent
monitoring/reviews

+No independent bank
reconciliation

*No controls over
revenues

Weaknesses
Method Amount Embezzled
Improper purchases — | $10,046
debit card
Improper purchases — | $3,847
by check
On-line transfers to $6,871
personal account
Revenues — diverted | $793
from Pay pal account
Revenues — diverted | $6,400 (estimated)
from deposits



Presenter
Presentation Notes
 Inadequate Separation of Duties – Director had control over all financial aspects.  



No one reviewed purchases, or approved them – he had total control.  Board didn’t know he had a debit card.  The Board did ask for information about certain purchases, but, he was able to put them off.  



Bank statements were never reviewed. The board did ask for interim financial statements and he gave them 1 or 2.  When questions were asked, he misled them and again put them off.



No controls over revenues.  No receipt records.  No effort to establish inventory controls on items sold to raise funds. 



Interview – 	J- Did you falsify those receipts?

R – I have not falsified any of those receipts that I’m aware of.  If something is wrong with the receipts then, absolutely, there’s something that’s wrong with the receipts and I need to take responsibility for that. . . . .  and have to say that I did do that.  There’s no way around that because it’s pretty cut and dried, as you said.  It’s pretty cut and dried.

L- So are you saying that you did?

R- Like I said, I don’t think that I ever did.  If there’s some that were altered then I’d have to say “Yes, I did, so that’s where I would have to leave it’










What to Look For

« Employee with full control over the funds —
duties not separated.

= Not receiving financial info required/asked for or
financial info asked for doesn’t meet
expectations / conflicting info.


Presenter
Presentation Notes


Look for holes in procedures.  If someone has full control over the cash receipts or cash disbursements, that’s a problem!  If you can’t put other people in the process so they are keeping each other honest, MUST HAVE SUPERVISORY REVIEWS of financial info – C/Rs and C/Ds.



If you’re not receiving info you expect/ask for or revenues/exp’s you expect to see don’t look right – check it out!



Perpetrator served 20 days in jail and was ordered to pay restitution in full within 3 months.


Non-Profit Domestic Abuse
Shelter


Presenter
Presentation Notes
A former employee of the women’s shelter for domestic abuse wrote a letter alleging misuse of the Shelter credit card and other inappropriate disbursements.



So we looked at items purchased by the Director of the Shelter using the Shelter’s credit card and found numerous personal charges - at least $22,166 in misappropriations.



And we also found at least $4,072 worth of personal purchases by the Director using checks. 



Also, The Director obtained 3 unauthorized credit cards in the Shelter’s name that no one knew about and misappropriated another $15,494.



The Shelter also received grant funds, of which $24,600 had been misappropriated.



Cash was missing from deposits.



If that wasn’t enough, we found that the Director even misrepresented her credentials and misrepresented critical information on grant applications.






Fraud Indicator

+ Unreasonable disbursements

Result: $65,000 in misappropriations


Presenter
Presentation Notes
The board of directors was the Director’s boss.  The board reviewed credit card statements, so attached to credit card statements would be a copy of her personal check to the bank for the portion of the bill that was personal purchases.   So the board knew she made personal purchases but thought she was reimbursing for those.   The annual auditors brought to their attention that it’s not a good idea to allow personal purchases, the board asked her to cancel the credit card.  



She gave the board a copy of a letter she wrote canceling the credit card.



It turns out the letter was never sent to the bank.  AND it turns out the personal checks to reimburse for personal purchases on the credit card – never actually were sent.  Totally deceived the board.




Internal Control Weaknesses

+ Inadequate separation of duties

+ |[nadequate documentation and review of
disbursements

* Inadequate Board oversight
+ Inadequate cash receipting controls
+ Inadequate bank reconciliation



Presenter
Presentation Notes


Approval of disbursements should not be from a subordinate, which is what happened in this case.  They can be intimidated and not feel like they can question the disb’s. 



In this case, the board is who needed to be reviewing all disbursements – the supporting DETAIL of what the checks were for, including credit cards.  Would have been easy to detect – personal items were OBVIOUSLY not for the shelter – such as LOTS of food, cable TV, saddlery for horses, computer, Petco, Blockbuster, etc. etc. etc.



With only have a small number of people to handle accounting duties, duties could not be separated easily, so the board needed to be providing more direct oversight



I have focused on disb’s today, but this entity had problems in other areas also.  Not all cash/checks received was deposited, so some money did not make it to the bank.  Procedures were not adequate – more than one person had access to the money, so we couldn’t determine who stole the cash/checks coming in.   Must have accountability at every point in the procedures.



Inadequate bank reconciliation – another person in the organization performed the bank reconciliation but didn’t really perform the bank rec.  There were errors and inaccuracies that should have easily been caught that weren’t, one error was $14,000!  Bank reconciliations are a key control as I said before, so it’s dangerous not to have a good bank rec. 


What to Look For

+ Employees with full control over funds -
duties not separated

+ Unusual disbursements

+ Revenues not what expected


Presenter
Presentation Notes


Again, Employees with full control over funds is inviting trouble – need reviews by the board.  So this isn’t something that will jump out at mgmt – NEED TO LOOK AT PROCEDURES AND CONTROLS and determine if they are adequate.



And look at disbursements for propriety and revenues for reasonableness.



Perpetrator received a suspended prison sentence and was placed on probation for 3 years and was ordered to pay restitution to the Shelter.


Summary

¢ Control Environment

¢ |nternal Controls


Presenter
Presentation Notes
You do not want to deal with a fraud in your organization.



Management needs to convey an open environment where employees can report concerns.



In all these cases, managers trusted their employees.  We all like to trust our employees.  Important thing is to CONFIRM……..TRUST BUT CONFIRM – so reviews and reconciliations are key.



Good internal controls need to be in place to prevent frauds from occurring.    Many times we deal with management that thinks the controls we recommend are too difficult to implement – either too time consuming, need more employees, or management doesn’t think it’s very important…..until a fraud happens in their organization.  Then they go through a painful process and then will do whatever it takes to tighten their controls.   It’s not fun.










State Auditor’s Office
HOTLINE

Website: www.sao.utah.gov

or contact:

Debbie Empey, CPA, CFE
Audit Director, State Auditor’s Office
P.O. Box 142310
Salt Lake City, Utah 84114
(801) 538-1342
(800) 622-1243

dempey@utah.gov


Presenter
Presentation Notes
As I said in the last case, a former employee brought the last case to light.   Employees working with perpetrators are in a prime position to be the ones to notice wrongdoing.  So it’s important for management to have a good control environment that allows openness/receptiveness to employees coming to management with concerns such as this.  In addition to your entities having an avenue to report wrongdoing, I manage the hotline in our office.  We accept financial-related complaints involving state entites, local gov’ts, spec. districts, colleges/universities, school districts, and non-profits who receive public funds.



Our website includes a hotline tab where you can fill out a form and send it to us.  Or you may send a letter or make a call.



http://www.sao.utah.gov/
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